TESNA

MR FSFREEHSERREMER A

E, BT, MK, B, MRS, EHMF?
(1. PERESNLEZEAA RS, LT 100033;
2. FERE K F NAL LS XBEBALEA T LLEE, LT 100876;
3. FMELFAHEA R E), LT 100091)

H OE: MERERGET, FEHEENEELE SHRETT~ERELSEHME, BREERNE. BEART
LA O R 1Y I ()RR 7 Mok e 25 5 0 3 v F 4R CHEAE B B 57 FA ORI . A Tk ag 4k N 53 i 75 4
B, BReh. E IR R R ARYR S, T A IR S s A R, 1R T
— P R R MG v, FER IR TR B S R AR 1 SRR E R SR s S RN
ARG H BRI, IO TS R R AR R, IR AT TR SR E B
B U hT. S5 HRM, S B R R A B 7 AT & R R AL, B EI T 96% MHEFIZR, (RET
Yo REEAS Do FIS, (S FZ I RGBS AT AR, b M R 48 1) 5 R 1) 4 2 R A A 3
66.5%.

KRR IR R F; SERBEE; FRERE; Hheisg

hESAES: TN393

NHERFRERD: A

doi: 10.11959/j.issn.1000-0801.2024091

A method of building alarm causality graph for anomaly
events in network services

ZHANG Lei', JING Yuhan®, HE Bo’, QI Qi*, CHEN Chen’, WANG Jingyu®

1. China United Network Communications Group Co., Ltd., Beijing 100033, China
2. State Key Laboratory of Networking and Switching Technology, Beijing University of Posts and
Telecommunications, Beijing 100876, China
3. E-Byte Digital Technology Co., Ltd., Beijing 100191, China

Abstract: In network service systems, the occurrence of anomaly events often leads to a large number of alarm events
in the system, forming alarm storms. Operators need to spend a lot of time and effort searching for key information
and identifying the root cause of anomaly events from these alarm data. In order to reduce the number of alarms that

operators needed to handle, as well as automatically extracted the root alarms in the alarm storm, a method for gener-

W BHA: 2023-12-30; fEEIAHA: 2024-03-10

BIEEE: 4T, wangjingyu@bupt.edu.cn

EEWH: EXERBEEEFHIE No.62171057, No.62101064, No.62071067, No.62001054)

Foundation Items: The National Natural Science Foundation of China (N0.62171057, No.62101064, No.62071067, N0.62001054)



- 153 -

BERY 2024 555 8

ating an alarm causality graph based on the analysis of the propagation mode of network service alarms was pro-

posed , and applied to extract key information of the alarm storm when anomaly events occurred. Real datasets of an

operator's online network management system were used in experiments to verify the effect of building the alarm

causal graph in extracting the alarm storm abstract. A real-world case was used to analyze the physical significance of

this method. The results show that the recall rate of extracting alarm storm summary can reach 96% and the vast ma-

jority of key information is retained by using the method of alarm causality graph generation. In addition, the com-

pression rate of alarms using this method can reach 66.5% for alarm codes that are difficult to compress.

Key words: alarm compression, anomaly event, alarm storm summary, causality graph, artificial intelligence for IT

operations
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